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Documentation

About CENTR

CENTR - Council of European Top-Level Registries, is the association of European country code
top-level domain (ccTLD) registries, such as .at for Austria or .es for Spain

About the CENTR Registry Lock Task Force

The CENTR Registry Lock Task Force was initiated at a meeting of the “Business Operations &
Processes Working Group” and officially kicked off in January 2025 with the goal to design a lock
service that many registries can implement.

The Task Force was made up of representatives of .de, .dk, .es, .fr, .ie, .It, .pl, .pt, .se, .sk

Input from the previous focus group s whitepaper on “Models of Registry Lock for top-level domain
registries”’ was considered.

L https://centr.org/content page/download/9799/6192/41.htmI?method=view
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Introduction

Typically, the registrar has full access to configuration of any domain in their sponsorship, which
poses a potential threat of unintended changes to the configuration by either the registrar being
the target of a breach or by misconfiguration of their systems.

A Registry Lock secures, on the registry level as opposed to the registrar level, a domain from any
unauthorized changes to it, hence preventing unintended changes or the deletion of a domain. It
adds a second layer of protection, ensuring that any changes must explicitly approved by trusted
contacts.

This service is targeted primarily at high value business critical domains where holders value the
benefits of the increased security of business-critical domains over the convenience of easy
domain administration.

Many registries provide registrants for a way to add protection to their domains by adding a
Registry Lock solution on the registry or registrar level. By locking a domain, a registrant ensures
that changes are verified by the registry before going into effect. Until now there have been no
standardized processes for Registry Lock, thus registries that provide the service have come up
with different processes, most including some level of manual intervention.

In this document, we propose a unified standard for implementing Registry Lock that enables
registries and registrars to further automate the Registry Lock process and make sure that there
is one standard approach that all registries can adhere to, which makes it easier for registrars to
automate the processes and flows and easier for registrants to understand how Registry Lock
works.

This document describes a standardised product and the business processes.

The additional EPP extension? defines a necessary technical provisioning protocol on top of EPP
allowing to implement these asynchronous business processes.

The product itself however was designed to be protocol-agnostic and works likewise for other
provisioning protocols that may be in use in the registry-registrar relation.

2 https://github.com/EriclO/draft-regext-epp-registry-lock/tree/current
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Goals

Increase adoption of Registry Lock among high-impact domains to strengthen the
security and resilience of the internet infrastructure.

Create a Registry Lock design that many registries can implement.
Make sure the design works on an administrative, legal and technical level.

Create a secure way for a registrant to update a locked domain without manual registry
staff work.

Expectations

Focus on the needs of the registrars in terms of a lock product and plan with them on

how such a design could be promoted (from a Marketing perspective).

By doing this, registrars can market the same product for many TLDs which is again more

likely to make it successful.

Make sure to accommodate different registries price structures and features from
existing Registry Lock implementations. This includes registries where it is a free feature

today, paid per year or per transaction and so on.

Business Requirements

There should be no paper forms involved.

To activate Registry Lock and to make updates for a registrar managed domain, these
actions must be possible via the standard automated registry provisioning protocol or
similar interface.

Dedicated lock contact(s) must approve updates.

A policy may exist that defines a quorum of lock contacts that must approve any request
(e.g. “at least 2 out of 3 lock contacts must approve a request”).

Registrant and lock contact(s) must confirm activation:
o At the same time Two-factor authentication must be added.

o Choice of Two-factor authentication can be different from registry to registry
(e.g. TOTP (Time-based One-Time Password), SMS code, elD etc.).

A domain must always stay locked.

An active Registry Lock will never prevent a domain renewal:
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o lItis strongly recommended on the registrar side to make sure that auto renew is
enabled for a locked domain and that any auto expire is deactivated!

e Domain deletion for a domain with Registry Lock enabled must not be possible;
Registry Lock must be removed before deletion of a domain.

Lock Contact

A lock contact is a contact connected to a domain object that can authorize changes to the
domain. The lock contact is onboarded at the registry.

A domain must have at least one lock contact, however, at least two lock contacts are
recommended to avoid a situation in which a sole lock contact either is not reachable or does not
exist anymore and, to minimize situations where an update is pending due to manual intervention
of the registry. More than two lock contacts may be allowed for a domain.

A registry may restrict the maximum number of lock contacts allowed for a domain.

Lock Contact onboarding

Domains, contacts and requests are all created and managed by the registrar via EPP interface or
similar.

However, since lock activation and approving changes is handled directly between the registry
and the Lock contacts, these contacts need to be onboarded with the registry and have 2FA
activated.

This onboarding will happen when the registrar adds registry lock to a domain.

The registry will then contact the registry lock contacts directly (for example via email) and ask
them to both approve the lock contact for a domain and activate their 2FA.

In cases where the contact is already in use for other domains and therefore already have 2FA
activated, the registry will still contact the lock contacts to get approval for adding them as lock
contact for the new domain being locked.

2FA solutions might differ between registries but it can be assumed that most registries will use
Authenticator apps or elD solutions.
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Lock Contact policy

A domain must also have a policy that defines a quorum of lock contacts needed to approve a
change to a domain (e.g. “at least 2 out of 3 lock contacts must approve a request”).
The domain must have at least one lock contact more than the required quorum. If the required
quorum is one, two lock contacts are required, if the required quorum is three, a minimum of
four lock contacts should be required and so on.

While this policy is linked to a domain it is recommended that a registry does not define different
policies for different domains.

Updating a lock contact

To update a lock contact the current lock contact must be removed and the new lock contact
added to the domain in one operation. This request from the registrar must be approved by the
lock contacts quorum.

In case the domain has only one lock contact (which is not recommended) a manual intervention
may be needed on the registry side.

Status Values of a locked domain

To signal that a domain is locked the following EPP status codes must be used.

EPP Status Code RDAP Status What does it Should you do
Mapping mean? something?

pendingUpdate pending update This status code This status indicates
indicates that a that an update
request to update request is pending for
your domain has the domain and must
been received and is | be authorized by the
being processed. lock contacts for this

domain.

This status is only set
on the domain object
when an update is

pending lock contacts
approval!
pendingTransfer pending transfer This status code This status indicates
Q Belliardstraat 20 (6th floor) 1040 Brussels, Belgium Q +322627 5550 ¢ secretariat@centr.org ¥ www.centr.org
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indicates that a that a provider
request to transfer change request is
your domain to a new | pending for the
registrar has been domain and must be
received and is being | authorized by the
processed. lock contacts for this
domain.
serverDeleteProhibited [ server delete This status code This status indicates
prohibited prevents your that the domain is
domain from being protected against an
deleted. unauthorized
deletion.

Activating Registry Lock

Securing a domain with Registry Lock must be possible in an automated way (e.g. via RPP / EPP)
thus allowing activation of a lock for a domain at any time.

If a request to activate Registry Lock is received the domain will stay unlocked until all lock
contacts have activated the lock by approving to be lock contacts for the domain.

The lock contacts must be properly authenticated prior to issuing any authorization of operation.
Once they are authorized and confirmed to the registry that they accept the role as lock contacts,
two-factor-authentication must be activated.

If not at least one appointed lock contact activates two-factor-authentication, then the lock will be
removed since no lock contact will be able to approve any potential change.

If alock contact is added for multiple domains, then consent to be the lock contact must be issued
for each domain, but two-factor authentication may be activated just once.

Two-factor-authentication

Two-factor-authentication is required for all lock contacts.

Registries are free to choose which methods they allow for two-factor- authentication.

It could b,e but is not limited to, Authenticator apps (“TOTP”), text messages / phone calls, elD
solutions and so on.
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The following values can be seen as recommendations:

Method Description

email The contact will receive an email with further instructions

text The contact will receive a text message with further instructions

letter The contact will receive a postal letter with further instructions

phone The contact will receive a phone call with further instructions

token The contact will be provided means to send a token to the server
for authorizing changes

Deactivating Registry Lock

Since removing Registry Lock removes all security features imposed on the domain, at the
registry level the deactivation must be initiated manually (e.g. via Webinterface or the registries
support team) and the deactivation must be approved by both the registrant and the lock
contacts and should also be approved by either the registry or the registrar.

To avoid a compromised registrant (e.g. through social engineering or a rogue employee) the
deactivation must not only be confirmed by the registrant contact, but also by the lock contacts
as dual control.

Having the registrar or registry to approve the request as well will add an additional security
layer.

Handling requests for a locked domain

An active lock will prevent the following operations:

e Updating the registrant data.

e Updating the domain data - including:
o changing the registrant contact.
o Changing admin and tech contact.
o changing the lock contact (via removing and adding a lock contact).
o changing the DNS-records (Nameservers, Glue Records).
o adding or removing DNSSEC.

e deleting the domain.
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All operations - apart from deleting the domain - must be authorized by the lock contacts and
are therefore processed asynchronously.

Quorum Approval, Rejection & Timeout

Once a request is received the lock contacts are informed and the request is pending approval of
the lock contacts:

e Arequestis subject to a timeout. The deadline until the timeout is defined in the policy of
the registry.
e Once the required quorum approves the change the request must be processed.
o If at least one rejection is received before the required quorum approves the
request the request itself is rejected.
Once the required quorum rejects the change the request must be rejected.
If the required quorum does not respond before the timeout the request must be rejected
as well.

In cases where the quorum is reached any additional lock contacts approval or rejection should
be ignored, because the request will be processed, as soon as the required quorum has been
reached.

The registrar will be informed of the approval, rejection or timeout via poll messages, and/or via
similar notifications.

Registry Lock Policy

A Registry may define a Registry Lock Policy (either on domain or registry base) that defines the:

e Quorum of lock contacts needed to approve a change to a domain (e.g. “at least 2 out of 3
lock contacts must approve a request”). The domain must have at least one lock contact
more than the required quorum. If the required quorum is one, two lock contacts are
required, if the required quorum is three, a minimum of four lock contacts should be
required and so on.

e Maximum number of allowed Lock contacts.
e Timeout for requests in case the quorum is not reached.

While the policy can be linked to a domain it is recommended that a registry does not define
different policies for different domains but sticks to one policy.
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Updating the registrant

To update the handle associated as registrant of a domain name the request must be approved
in the same way as a domain request.

Multiple requests

Multiple pending requests may exist for a locked domain. In that case pending commands must
be executed in the order as they were issued, even if the authorisation by the lock contacts is
issued in reverse order.

This also means that multiple requests will just be processed once all pending requests have
either been approved or rejected.

As for the change of any contact (Registrant, Admin, Tech / Zone-Contact or similar) only one
update may exist at the same time to avoid situations where e.g. multiple requests to change the
registrant exist and lead to conflicting approval situations.

In case of incompatible requests or authorisations the relevant requests may be cancelled by the
registry.

Renewal of the domain

An active Registry Lock must never prevent a domain from being renewed. Hence, Renewals do
not need to be approved by the lock contacts.

It is strongly recommend on the registrar side to make sure that auto renew is enabled for a locked
domain and that any auto expire is deactivated!

In case auto renew is not enabled serverDeleteProhibited has precedence to keep the product
promise that a domain is protected against unauthorized deletions.

Change of Provider

If the gaining registrar signals that they support Registry Lock at their side the domain can be
transferred with the lock active for the whole time.

1. The registrar submits a provider change request to the registrar
(potentially with new lock contacts).

2. The domain status is set to “pending transfer”.

3. Both the current and the new lock contacts quorum needs to approve the request
In case the lock contacts do not change they - of course - only need to approve just once

4. The domain will be transferred.
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If the request is not approved within the deadline, then the provider change request will be
rejected and the domain stays with the “old” registrar.

Registrars should be able to query the holder data as well as the lock contacts in an authenticated
manner (e.g. by an INFO command with the correct AuthCode).

This is recommended to make sure that the domain will always stay locked!

In case the new registrar may not provide a Registry Lock service, the lock must be removed in
that case before transferring the domain to the new registrar.

While an approval of the change of provider could be performed beforehand by approving the
AuthCode (instead of the provider change itself) the AuthCode does not specify to which registrar
the domain will be transferred and therefore the lock contacts could potentially approve an
unwanted change of provider.

DNSSEC

To activate and deactivate DNSSEC on a domain the registrar must submit an update request that
needs approval from the lock contacts.

Following changes do not need to be approved by the lock contact:

DNSSEC provisioning requests which can be verified (authentic) should be applied.
For DNSSEC updates (key rollovers): If the request is in the form of a CDS record in the
child domain, and if that record is signed (with the existing key) and the DNSSEC signature
is valid, then the update should be applied. (RFC 7344).

e For DNSSEC initialization (“bootstrapping”):

o "“Opportunistic mode” (= look for CDS record, but you don’t have a verification key
yet (RFC 8078 Section 3.3)): In this case, Registry Lock should NOT allow DS
provisioning.

o “Authenticated mode” using Authenticated Bootstrapping (RFC 9615) should be
allowed.

Summary
e Allow updates (RFC 7344) and authenticated bootstrapping (RFC 9615)

e Do not allow insecure bootstrapping (RFC 8078 Section 3.3)
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Registry Lock and information services

It is recommended that an existing Registry Lock for a domain is published in the response of the
info command for a domain.

Information to the lock contacts / registrar

Example of poll messages to the registrar
see Annex A
Example of messages to the registrant

see Annex B

Manual intervention
Manual intervention may occur in certain edge cases, e.g.

if the registrant and / or lock contacts are no longer valid or,

the domain has not been paid for or,

in case of incompatible/conflicting requests for a domain or,

in case one or more lock contacts have not activated two-factor-authentication within the
deadline or,

in case of compliance cases or,

e in cases of urgent operational need (e.g. DNS outage).

In that case it is recommended that registries have a secure, time-bound emergency unlock
procedure involving verbal confirmation, registrar escalation, and registry override with audit
logging in place

While any manual intervention is a burden on the registrar side, Registry Lock is primarily targeted
at high value, business critical domains for which scenarios like “registrant is no longer valid” or
“the domain has not been paid for” are unlikely to happen.
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Testing recommendations

Registries and registrars should conduct regular audits and simulated update requests to validate
the integrity of the Registry Lock process.

Automated tests for quorum logic, timeout handling, and 2FA activation should be part of the
deployment checklist.

Further references

EPP Extension Draft: https://github.com/EriclO/draft-regext-epp-registry-lock
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Annex A - Example Poll messages to the registrar
Example poll message indicating success

S:<?xml version="1.0" encoding="UTF-8"7>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">

S: <response>

S <result code="1301">

S <msg lang="en-US">

S Command completed successfully; ack to dequeue
S </msg>

S </result>

S <msgQ id="201" count="1">

S <gDate>2013-10-22T14:25:57.0Z</qgDate>

S <msg>Setting registry lock on domain succeeded.</msg>
S </msgQ>

S <resData>

S <reglLock:infData xmlns:reglLock="urn:ietf:params:xml:ns:reglLock-1.0">
S <reglLock :domain>example.com</reglLock :domain>
S <reglLock:operation success="true">update</reglLock:operation>
S: <reglLock:svTRID>12345-XYZ</reglLock :svTRID>
S <reglLock :approvedBy>

S <reglock:contact>

S <reglLock:id>rl@1</reglLock:id>
S </reglLock:contact>

S </reglLock :approvedBy>

S </reglLock:pollInfo>
S </resData>
S <trID>
S <clTRID>ABC-12345</c1TRID>
S <SVTRID>54321-XYZ</svTRID>
S </triD>
S </response>
S

1</epp>

Q Belliardstraat 20 (6th floor) 1040 Brussels, Belgium Q +322627 5550 ¢ secretariat@centr.org ¥ www.centr.org
15



@ Registry Lock Task Force c v

Example poll message indicating failure
S:<?xml version="1.0" encoding="UTF-8"7>
S:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S: <response>
<result code="1301">
<msg lang="en-US">
Command completed successfully; ack to dequeue
</msg>
</result>
<msgQ id="201" count="1">
<gDate>2013-10-22T14:25:57.0Z</qgDate>
<msg>Update of locked domain failed.</msg>
</msgQ>
<resData>
<reglLock:infData xmlns:reglLock="urn:ietf:params:xml:ns:reglLock-1.0">
<reglock :domain>example.com</reglLock :domain>
<reglLock :operation success="false">update</reglLock:operation>
<reglLock:svTRID>12345-XYZ</reglLock :svTRID>
</reglLock :approvedBy>
</reglLock:pollInfo>
</resData>
<trID>
<clTRID>ABC-12345</c1TRID>
<sVTRID>54321-XYZ</svTRID>

mw O U 0w O U U U O O U U U U U U U U U U U U m

</triD>
</response>
i</epp>
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Annex B - Example of messages to the lock contact

When activating or changing Registry Lock contacts

Version 1 2fa needs activation and several lock contacts required for quorum:

You have been added as a Registry Lock contact for xxxxxx.tld

This domain has 4 lock contacts and at least 2 must approve any changes on the domain directly with
the registry, before they are processed.

To accept this role, you must activate 2FA. Please click here to start the process.
All lock contacts must accept their role before 2025-10-30 to activate the Registry Lock

Version 2 elD and only one lock contact required for quorum:

You have been added as a Registry Lock contact for xxxxxx.tld

This domain has 2 lock contacts and 1T must approve any changes on the domain directly with the

registry, before they are processed.
To accept this role, you sign in with your personal elD. Please click here to start the process.

Both lock contacts must accept their role before 2025-10-30 to activate the Registry Lock
After activation or expire of activation request

Version “several lock contacts for quorum”

Congratulations. Registry Lock is now activated.
Please make sure to always have your Registry Lock contacts up to date.

You have 4 Registry Lock contacts in total. At least 2 of these must approve and none shall reject any
changes on the domain going forward.

If you need to update the lock contacts, please contact your registrar.

Version “only one lock contact for qguorum”

Congratulations. Registry Lock is now activated.

Please make sure to always have your Registry Lock contacts up to date.
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You have 2 Registry Lock contacts in total. At least 1 of them must approve and no one must reject

any changes on the domain going forward.
If you need to update the lock contacts, please contact your registrar.

Version “role not accepted”

We are sorry to inform you that not all Registry Lock contacts accepted the role within the deadline

and therefore the Registry Lock service was not activated. Please try again

When a registrar orders any change on the domain

Message to be sent to each lock contact

(this works for multiple contacts, and it works for one change to approve or several changes)

Registrar Ltd has initiated a change on domain.tld that requires approval.
As you are listed as one of the Registry Lock contacts, please review the request before 2025-10-30.
Please click here to review the request: https.//lock.registry.tld/changexxxxxx/

Note: the changes will be listed in the approval page, maybe with options to approve some and not

others; also with a potential overview of how many approvals are missing

When a change request is processed

Version “success”

The requested change on domain.tld is now processed.

Requested change:
Name server/Tech Contact/Admin Contact/...)s

Status: success

Version “Timeout”

Timeout

The requested change on domain.tld was not approved before the deadline.
If you still want to proceed with this change. Please contact your registrar.
Status: timeout

Version “Change denied”

Change denied.
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One of your Registry Lock contacts has denied the change.
If you still want to proceed with this change. Please contact your registrar.

Status: denied

Version History

Version | Date Comment

0.1 September 2025 Document created based on Task Force Work
Document

0.2 September / October 2025 | Added Community Feedback to “Work in progress”

0.3 October 2025 Updated Document with solutions to the Community
Feedback

0.4 November 2025 Update from Registry Lock Task Force

0.5 November 2025 Feedback from Registrars

0.6 December 2025 Update from Registry Lock Task Force

0.7 December 2025 Sync with EPP extension draft

0.8 February 2026 Update from Registry Lock Task Force

0.9 February 2026 Feedback from Reviewers

1.0 March 2026 Approval of the Registry Lock Task Force
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