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Summary of CENTR key recommendations 

• EU policymakers must refrain from duplicating obligations or imposing unnecessary additional 

burdens on ccTLDs in the area of cybersecurity.  

• Any risk assessments that prohibit high-risk suppliers must be based on tangible, evidence-

based security risks and grounded in a clear framework that considers the nature of critical 

infrastructure, the use of equipment for the provision of essential services, and any additional 

sector-specific security concerns. 

• A well-informed impact assessment, based on the meaningful involvement of the affected 

essential entities, must precede any binding decision to exclude key suppliers. To avoid a severe 

impact on EU essential infrastructure, affected essential entities must be able to object to the 

decisions regarding their supply chain restrictions and meaningfully participate in derogation 

procedures.  

• An adequate and reasonable transitional phase-out period for high-risk suppliers should be 

provided to all affected entities. Where necessary, the affected essential entities should be able 

to request meaningful financial compensation, especially in the absence of viable alternatives 

or when in-house development is required to replace a high-risk vendor. 

• The ICT supply chain definition needs to be revised to limit the scope to suppliers with a direct 

contractual relationship with the affected essential entity and include broader systemic 

upstream risks only where necessary and proportionate, based on actual risk exposure. The 

definition of key ICT assets should avoid general statements regarding key internet 

infrastructure protocols, such as DNS.  

• The autonomy of ccTLDs to set their own governance policies must be respected. It enables 

ccTLDs to respond more effectively to the needs of their local internet communities and 

promotes European autonomy for its critical infrastructure. 
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Introduction 

CENTR is the association of European country code top-level domain registries (ccTLDs). All EU Member States 

(e.g., .ie for Ireland) and EEA ccTLDs (e.g., .no for Norway) are members of CENTR. 

CENTR members are at the core of the public internet, safeguarding its stability and security. The majority of 

European ccTLDs are non-profit organisations or SMEs, providing an internet infrastructure service in the 

interest of and in close cooperation with their local internet communities (e.g., end-users, CSIRTs, law 

enforcement, and other competent authorities). 

Domain names are foundational pieces of internet infrastructure necessary for many online services (e.g., 

website, application, platform) to be accessible online. ccTLDs are responsible for operating and maintaining 

the technical Domain Name System (DNS) infrastructure for their top-level domain. 

The DNS is a well-established network protocol at the heart of the internet infrastructure. It provides a 

navigation function to map user-friendly domain names to numeric IP addresses. ccTLD registries maintain a 

domain name registration database that contains technical and administrative data necessary to provide DNS 

services, as well as identity and contact information of domain name holders. ccTLDs are considered “essential 

entities” under the NIS 2 Directive1 and may be considered “critical entities” under the CER Directive2. As a 

result, ccTLDs are subject to an extensive EU regulatory regime that governs their security, resilience, and 

stability3. 

CENTR welcomes the ambition behind the proposal for the revised EU Cybersecurity Act4 (hereinafter 

‘Proposal’), which contributes to the Union’s cybersecurity governance and offers additional support for 

essential infrastructure by reconfirming ENISA’s mandate. However, CENTR members wish to raise the following 

concerns with the Proposal, as entities directly affected by it. 

  

 
1 Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high 
common level of cybersecurity across the Union (‘NIS 2 Directive’). 
2 Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 December 2022 on the resilience of critical 
entities (‘CER Directive’). 
3 For example, see Commission Implementing Regulation (EU) 2024/2690 of 17 October 2024 laying down rules for the 
application of Directive (EU) 2022/2555 (‘NIS 2 Implementing Regulation’); Regulation (EU) 2022/2554 of the European 
Parliament and of the Council of 14 December 2022 on digital operational resilience for the financial sector (‘DORA’); 
Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity 
requirements for products with digital elements (‘Cyber Resilience Act’); Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of 
personal data and on the free movement of such data (‘GDPR’). 
4 Proposal for a Regulation on the European Union Agency for Cybersecurity (ENISA), the European cybersecurity 
certification framework, and ICT supply chain security and repealing Regulation (EU) 2019/881 (The Cybersecurity Act 2), 
20 January 2026. 
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Trusted ICT supply chain framework  

The Proposal establishes a “trusted ICT supply chain framework” that applies to all essential and important 

entities under the NIS 2 Directive (Title IV). The trusted ICT supply chain framework is designed to assess both 

cybersecurity and “non-technical” risks associated with suppliers outside of the EU.  

As a result of this EU-level risk assessment, essential entities, such as ccTLDs, may be prohibited from using 

products from high-risk suppliers and may be subject to additional audits and restrictions on contractual 

relations with their suppliers.  

Non-technical risks 

Non-technical risk assessment criteria under the Proposal include being subject to legislation mandating 

reporting software and hardware vulnerabilities to authorities; the absence of effective judicial remedies; 

threat actors controlled from the country carrying out malicious cyber activities; or reports by Member States 

or international organisations. 

Restrictions on the use of products based on general “non-technical” risks by a significant number of entities in 

the EU, including critical infrastructure, are difficult to measure and quantify objectively, while the impact on 

essential entities may be considered severe.  

Supply chain restrictions stemming from laws requiring entities to report vulnerabilities in their countries of 

origin seem to be primarily motivated by geopolitical tensions. However, EU law itself requires vendors to report 

vulnerabilities5, and it is not entirely clear why reciprocal criteria from other jurisdictions would merit a high-

risk supplier status.  

Non-technical risk assessment criteria include subjective parameters, such as the level of effectiveness of 

judicial remedies in a particular jurisdiction. In comparison, the methodology for assessing the levels of rule of 

law in the EU is complex and a constantly moving target, with EU citizens and businesses reporting levels of 

perceived judicial independence in the EU ranging from 30-75%6. It is unclear how the trusted ICT supply chain 

framework is expected to assess the effectiveness of judicial remedies in other jurisdictions, and on what 

evidence. 

In addition, EU-level supplier prohibitions based on non-technical risks may constitute a significant interference 

with the ability of Member States to regulate matters of national security. In line with the principle of 

subsidiarity, Member States should be able to determine which suppliers are considered risky for their critical 

infrastructure. However, these assessments cannot be based on general suspicion and should lay down 

concrete criteria for the use of specific equipment7.  

The EU should ensure that any risk assessments involving the prohibition of high-risk suppliers are based on 

tangible, evidence-based security risks, grounded in a clear and transparent framework that considers the 

 
5  For example, Article 14 of the Cyber Resilience Act. 
6  European Commission, 2025 Rule of Law Report, COM(2025) 900 final, 8 July 2025. 
7  Opinion of Advocate General Ćapeta delivered on 19 March 2026, C-354/24, Elisa Eesti.  
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nature of critical infrastructure, the use of equipment for the provision of essential services, and any additional 

sector-specific security concerns based on the actual risk exposure. These may include data protection, 

information security, or vulnerabilities that threaten the physical security of people or infrastructure. 

Any “non-technical” risks should be carefully assessed for each essential and critical sector, and preferably 

under the guidance of the NIS Cooperation Group and ENISA, with a proper and mandatory involvement and 

consultation with the affected essential entities. A well-informed impact assessment, based on tangible 

evidence and consultation with the affected essential entities, must precede any binding decision on excluding 

key suppliers. 

Additional criteria, such as the ability to proactively inspect software code for security vulnerabilities, non-

repudiation of the compiled firmware binary, or the ability of the supplier to tamper with the device remotely 

should also be included in the risk assessment, regardless of the supplier’s country of origin. Being able to freely 

inspect the code, audit all support actions (including remote access to the device), and receive undeniable 

evidence that the delivered firmware is provided by the supplier may help neutralise many risks stemming from 

jurisdictions outside the EU.  

Blanket prohibitions involving all essential and important entities and their supply chains are not necessary, nor 

proportionate, and therefore, should be avoided. Instead, EU policymakers should adopt a more granular and 

cautious approach to supply chain security. An overzealous approach can adversely affect security and the 

viability of essential digital infrastructure in the EU.  

Risk-mitigation measures 

According to the Proposal, the Union-level coordinated security risk assessments shall develop risk scenarios 

and propose measures to mitigate the identified risks.  

In line with the EU simplification agenda, it is of paramount importance to avoid creating additional, 

overlapping, or conflicting obligations on essential entities, given the extensive regulatory environment in the 

cybersecurity area that already applies to ccTLDs and their supply chains8. The risk mitigation measures under 

the EU Cybersecurity Act 2 will operate alongside existing regulatory frameworks already applicable to ccTLDs. 

If these efforts are not coordinated, there is a risk of overburdening essential entities with complex regulatory 

compliance requirements and misbalancing resources that could be spent on their core mission of operating 

critical infrastructure for the benefit of the information society. 

As a result, any potential risk mitigation measures for ccTLDs, applicable under the EU Cybersecurity Act 2, must 

be strictly necessary, proportionate and aligned with the existing regulatory obligations under the NIS 2 

Directive and its Implementing Regulation. EU policymakers must refrain from duplicating obligations or 

imposing unnecessary additional burdens on ccTLDs in the area of cybersecurity.  

  

 
8  Annex of the NIS 2 Implementing Regulation, Section 5.1.  
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Compensation for essential and important entities  

If the security risk assessment results in a list of high-risk suppliers whose products are prohibited from use in 

critical and essential infrastructure, the affected entities should have sufficient time to phase these suppliers 

out of their infrastructure.  

The Proposal includes a 36-month transitional phase-out period for ICT components provided by high-risk 

suppliers. However, it applies only to providers of mobile electronic communications networks. Transition 

periods for fixed and satellite electronic communications networks shall be specified by the Commission in 

implementing acts.  

An adequate and reasonable transitional phase-out period should be provided to all affected entities. However, 

depending on the sector's criticality, the level of risk exposure, and the availability of meaningful alternatives, 

the phase-out period may extend beyond 36 months. The adequate phase-out period should be assessed on a 

case-by-case basis and should not be shorter than 36 months.  

Where necessary, the affected essential and critical entities should be able to request meaningful financial 

compensation, especially in the absence of viable alternatives or when in-house development is required to 

replace a high-risk vendor. Such financial compensations should primarily be available to SMEs and non-profit 

organisations. 

DNS as part of electronic communication networks infrastructure  

The Proposal recognises the DNS as the key ICT asset for the functioning of the electronic communication 

networks, which, according to the logic of the Proposal, should also result in the mandatory trusted ICT supply 

chain assessment of the DNS. 

The DNS is a foundational protocol of the internet, essential for the provision of most consumer-facing online 

services, e.g., websites, platforms, applications, email, and electronic communication services. The DNS is built 

from several core components that work together to ensure global availability and resilience of online 

resources. Each of those components is managed by a different infrastructure actor, due to the hierarchical 

nature of the DNS9.  It is a highly distributed and robust system designed to withstand significant query loads, 

traffic, attacks on its security and infrastructure. Its distributed architecture and reliance on internationally 

agreed standards contribute to the resilience, stability and cross-border interoperability of digital services10. 

Electronic communication network providers are among several actors that both rely on the DNS hierarchical 

infrastructure to provide services to end users and take care of a core component of the DNS infrastructure 

(e.g., DNS resolution). However, they also fundamentally rely on other core operators in the ecosystem to do 

so.  

The Proposal defines the ICT supply chain broadly, potentially making the impact of the mandatory trusted ICT 

supply chain for electronic communication services unnecessarily far-reaching. The ICT supply chain definition, 

 
9  For more information, see CENTR, The Domain Name System (DNS).  
10  Internet Engineering Task Force (IETF) RFC 1035. 
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which involves key internet protocols not exclusively under the control of electronic communications network 

providers, may unintentionally include operators that are part of the ecosystem but are not direct suppliers to 

providers of electronic communication services. 

Consequently, the ICT supply chain definition needs to be revised to limit its scope to suppliers that have a 

direct contractual relationship with the affected essential or important entity. The definition of key ICT assets 

should avoid general statements regarding key internet infrastructure protocols, such as DNS, that are not 

under the exclusive control of any single entity.  

The internet is a highly globalised and interconnected ecosystem, based on inter alia open standards and free 

and open-source software (FOSS). It is dubious to treat the internet's foundational protocols under protectionist 

terms and within jurisdictional borders, by subjecting them to risk assessments imposed by national or regional 

legislation that disregard their global and interoperable nature.  

Instead, the EU must ensure that its strategic interests are represented in the appropriate global fora where 

the development of the internet’s foundational protocols and standards is taking place11. These strategic 

interests can be advanced by allocating sufficient resources to global open standardisation processes and by 

ensuring the active participation of European experts. Duplicating internet standardisation efforts, either via 

national or regional legislation or through other multilateral fora risks creating technical fragmentation and 

weakening the universality of the internet. 

Any cybersecurity risks in the ICT supply chain related to the DNS infrastructure necessary for electronic 

communications networks should be limited to the infrastructure and services under the effective control of 

electronic communication network providers, based on direct contractual relationships. In the case of FOSS 

products, where a direct contractual relationship may be absent due to the software's free accessibility, the 

software used within the supply chain of electronic communication networks for the provision of their core 

services must be supplied for commercial activity and in line with the FOSS regime under the Cyber Resilience 

Act.  

Nevertheless, internet infrastructure operators such as ccTLD registries must retain the ability to assess material 

indirect dependencies in which concentration risk, suppliers’ monoculture, or upstream dominance may create 

systemic cybersecurity vulnerabilities that affect the resilience of the European internet ecosystem. The 

responsibility to assess indirect supply chain security-related vulnerabilities, including the need for 

diversification and addressing vendor lock-in, is already addressed by the NIS 2 Directive12. 

 

The role of ENISA in supporting TLD security  

The Proposal expands ENISA's mandate by instructing it to support high-criticality sectors under the NIS 2 

Directive, including ccTLD registries, by providing best practices and guidance on available tools and procedures. 

The support for ccTLDs shall be “in accordance with established global, multistakeholder Internet governance 

 
11  Technical standardisation takes place in global fora such as Internet Engineering Task Force (IETF).  
12  Annex of the NIS 2 Implementing Regulation, Section 5. 
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arrangements and the respective roles and responsibilities of relevant international technical and operational 

bodies” (recital 14).  

ccTLDs are among the actors involved in maintaining the global DNS, but develop their own internal policies, in 

accordance with their national and regional laws. gTLD governance policies developed within the global 

multistakeholder model are not applicable to ccTLDs13. This autonomy in setting their own governance policies 

and procedures allows ccTLDs to more effectively address the needs of their respective internet communities 

and to adhere to the local legal requirements imposed on them. 

The ccTLDs’ autonomy in their governance models, including the use of tools and procedures stemming from 

their national and local context must be respected when any ‘best practices’ for TLD governance are discussed. 

It is also highly relevant to retaining European autonomy on matters of its critical digital infrastructure. 

While ENISA's support in implementing EU cybersecurity rules, including issuing guidance and sharing best 

practices, is welcome, CENTR members would like to underline the principle of subsidiarity in relation to ccTLD 

governance, while respecting the multistakeholder model. 

 
13 Generic TLDs (gTLDs), such as .org, .com, .gov etc are subject to policies and procedures developed by ICANN, as opposed 
to ccTLDs who set their own governance policies. For more information see the ICANN Overview policies, related guidance, 
and practices relevant for ccTLDs. 
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