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@ Council of European National
r Top-Level Domain Registries

The association for exchange,
dialogue and innovation of country code
domain registries in Europe

CENTR community

« 54 full members (ccTLDs), 9 associate members and 13 observers
« 50% of country code domain name registrations worldwide

* More than 73 million registrations

Member services

« Dialogue platform via working groups, general assemblies, mailing lists
« Best practice and knowledge sharing

« Policy, news, statistics and industry analysis

« Avoice for ccTLDs in the region and the wider internet community
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GLOG BALsMEMBER STATISTILES

>713M
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DOMAINS
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WORLDWIDE
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EMPLOYEES
(1-140 PER REGISTRY)

80%

OF REGISTRIES ARE
NOT-FOR-PROFIT
ORGANISATIONS



@ Council of European National
r Top-Level Domain Registries

Working Group Eun’)pean ccTLDs otherTiDs
: Workshops General 7
Heg:trar Assemblles M53 F;II 7
ys - == 9 Associate
Meetings __—  Members
P The association for T
exchange, dialogue and
Jamborees innovation of country code Members B 10 Observers
domain registries in Europe
secretariat@centr.org +32 (0)2 627 55 50

® @

Marketing Technical
/ PP Twitter:
/ : 2 Communications
Legal & @ https://www.centr.org @centmews
@ - Regulatory
Administrative T o Belliardstraat 20, - Linkedin:
_ —_— 1040 Brussels Facebook: fcompany/centr
\ ~— /centrnews
Y Internet
0 : : - Governance -
. esearc .
ey Development
Expertise and External meetings
knowledge-sharing (ICANN, IETF, RIPE) Meeting
— f reports
B.t)a rd of Surveys —_ Platform
Directors formembers —_  pataand
statistics

Services
Internet
Governance issues

Technical /
trainings —_ P T~ /
and education Information Industry
Danke Jevtovic (Treasurer), Irina Daniela, \ formembers o0 and
Jérg Schweaiger (Chairman), Elisabath Linda Verhaegen (Office Manager), Patrick Myles e b, | updates
Ekstrand, Pierre Bonis (Data Analyst), Peter Van Roste (General Manager), Information Internet
Alexandrine Gauvin (Communications Manager), about the DNS ecosystem EU policy
Nina Elzer (Policy Advisor) training



Council of European National

Top-Level Domain Registries

I Libra ry

TREND ANALYSIS

TRATION TAE

ABOUT

The CENTR library containsi
across the whole library. A
been applied to 2015 and 20

Featured publi¢
CENTE

DOWNL

Search the library

Filter by

Select type

Title

CENTR Report on ICANNG1
CENTR Guide to ICANNG1

DomainWire Global TLD Report
E |

Library Legalcase library

gTLD Stats
8
S
Individuals
s Organisations Governments and parliaments
IAB Businesses { Multilateral institutions
b= Governments 0 TU
Content and service creators ICANN
EoroD) 1S0C chapters
NetMundi
e INTERNET SOCIETY POLICY-DEVELOPING ORGANISATIONS
gional and local IGFs |
Other global

multistakeholder initatives

|N-rERNE @ Council of European National ACADEMIC | @ Council of European National
Top-Level Domain Registries Top-Level Domain Registries
F

Report on Report on

ICANN61 & RIPE75

|
|||

Telecommunication providers
Internet service providers |

«nos g

qTLDs } v DKk A
APTLD
LACTLD
ATLD
CENTR

CCTLD regine



@ Council of European National
r Top-Level Domain Registries

Membership services

« Surveys among the membership

« Workshops (six working groups)

* Mailing lists

 Industry reporting (ICANN, RIPE, IETF)

 Statistics (annually, monthly, quarterly, CENTRstats)
« Jamboree, general assemblies

* Weekly newsletters

« EU policy updates

« Registrar Portal
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Content debate

« Diverse registry community = diverse approaches

« Key elements:
— Act on terms and conditions, notably WHOIS accuracy
— Awareness and educational campaigns & material
— Collaboration with law enforcement

— Transparency
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ACTIVITIES & CRIME AREAS & PARTNERS & CAREERS &
ABOUT EUROPOL SERVICES TRENDS AGREEMENTS PROCUREME

HOME NEWSROOM AVALANCHE' NETWORK DISMANTLEL {TERNA AL CYBER OPERA

'AVALANCHE' NETWORK DISMANTLED IN
INTERNATIONAL CYBER OPERATION

Press Release

On 30 November 2016, after more than four years of investigation, the Public Prosecutor’s Office Verden and the Liineburg
Police (Germany) in close cooperation with the United States Attorney's Office for the Western District of Pennsylvania, the
Department of Justice and the FBI £, Europol, Eurojust of and global partners, dismantled an international criminal

infrastructure platform known as ‘Avalanche’.

https://www.europol.europa.eu/newsroom/news/%E2%80%98avalanche%E2%80%99-
network-dismantled-in-international-cyber-operation
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Domain conflicts in the
legal system

This guide is aimed at judges, prosecutors, police
investigators, lawyers and others who may require
specialized knowledge about the technical and practical

aspects of conflict resolution and legal processes involving
domain names.

This guide covers the following topics:

1. Organization of the internet address system

2. Who is responsible for what

3. When a conflict arises

4 Relevant measures in our systems

https://www.norid.no/en/domenekonflikter/rettslig- 0
behandling/veileder/
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dnsbelgium Domain name Products Knowledgebase About us News & blog

Home = News & blog = Which complaints about abuse of the internet can you lodge with DNS Beigium?

WHICH COMPLAINTS ABOUT ABUSE OF THE INTERNET CAN YOU LODGE WITH DNS BELGIUM?

28.11.2017 - It happens now and then that malicious or terrorist organizations avail themselves of a seemingly innocuous domain name to perpetrate their
malpractices or disseminate messages of hatred. When such organizations use a .be domain name, observant citizens usually report it very promptly to DNS
Belgium.

When can DNS Belgium intervene?

DNS Belgium forwards such complaints immediately to the authorities with whom we |\
work closely. But we are not authorized to delete domain names ourselves based on
their content. DNS Belgium can only proceed to cancel a domain name when it
receives an order to do so from the judicial authorities.

We can intervene legally only when the WHOIS data relating to a domain name are
not correct. We conduct a manual screening daily for all newly registered domain

names, first and foremost in order to detect clear cases of misuse rapidly.

At the same time, we conduct a high-level investigation into the accuracy of the
WHOIS data (in particular name, and contact details of the registrant).

When the WHOIS data are incomplete or incorrect, we initiate the revoke procedure.

https://www.dnsbelgium.be/en/news/which-complaints-
about-abuse-internet-can-you-lodge-dns-belgium# 11
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Home News Registeradomainname My .eu Become aregistrar WHOIS Aboutus ContactUs v Englishen) Q

Over 25 000 domain names suspended with ties to
identity fraud
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On 29 January 2018, EURId suspended 25 756 domain names that had ties to identity fraud.

With actions as such, our focus is on the safety of online consumers. Via close collaborative efforts with law
enforcement, both on a national and European level, as well as with our registrar channel, we continue to work
towards building the most trustworthy online domain registry, taking a stand against abusive registrations and
illegal activity online. “With our thorough internal verification procedure, we continuously monitor .eu domain
names for potential abuse, leading to thousands of suspensions on an annual basis” said Geo Van Langenhove,
EURId Legal Manager.

In 2017, we suspended 20 126 domain names, of which 2 872 relate to our cngoing collaboration with law
enforcement.

https://eurid.eu/en/news/25-000-dn-suspended-identity-fraud/
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DOMAINS 535 DOMAIN-VIOLATORS HAVE BEEN BLOCKED

ACCREDITED REGISTRARS
15.03.2018

OFFICIAL DOCUMENTS Reqgistrars received 562 requests for domain name termination from competent organizations in February 2018, The

information comes from the latest monthly competent organizations’ report published on the Coaordination Center for TLD
RU/ PD website.

NEWS

https://cctld.ru/en/news/news detail.php?ID=12187
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Mews

Internet fraud: 5,000 online shops deleted

Brand-name shoes for CHF 49 instead of CHF 149 — a tempting offer. Internet bargain
hunters may fall victim to fraudsters. The security experts at SWITCH warn that the
number of fraudulent offers online has increased drastically in 2017. Together with the
Swiss authorities, SWITCH is taking measures to fight this threat and has reported its first
successes in combating e-commerce crime.

Published on 28.058.2017

https://www.switch.ch/news/fake-webshops/
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CENTR activities related to content liability

Task Force to produce a CENTR issue paper on the question of the
role of ccTLDs in the fight against illegal content

Participation in Internet & Jurisdiction conferences and
contribution to “Policy Options” input documents

Community workshops and meetings on the topic
Engaging with stakeholders (EUROPOL, EC, Rightsholders, ASOP, ...)
Education (IGF, EuroDig, EP, EC, ...)
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News from European ccTLDs

Register to our newsletter on www.centr.org

Subscribe to our newsletter

First name g S
Organisation Email
0 b‘:‘t n e
I'mneot aro ‘:____-:__ SUBMIT —
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Thank you

peter@centr.org
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